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7 Steps To Increase Privacy When Using The Internet

2016-10-25 09:18:52 By Cache Valley Prepper

Software manufacturers, utility companies, hotels, law enforcement, banks, government agencies and
criminals all stand to gain from you surrendering your privacy.

They are all selling the lie that you must be a drug dealer or a terrorist if you prefer to communicate
anonymously.

It's brainwashing. Don't be a sheeple. Good guys value privacy too.

Americans have traditionally valued privacy very highly. Many still do. Many have “voted with their
feet” and moved to less densely populated Western states and Alaska.

“The Greatest Generation” and those who lived through the great depression counted privacy among
our inalienable, God-given rights. Americans stood united on the issue from the founding fathers
right up until “generation x”.

It's pretty easy to spot when privacy began its cycle of demise.

But what changed? What initiated the down-hill slide? Why was this cherished fundamental of the
American dream devalued? How did we lose our grip on it?

These questions affect us all. Many factors joined forces to wage war on privacy, and now it’s our turn
to fight back taking these seven steps to protect our privacy.

1. Implement Strong Physical Security

Ever heard that possession is nine tenths of the law? All jurisdictions recognize that you have rights
regarding your home or place of residence. Make use of them. They are barrier to those who abide by
or at least fear the law. For the rest, you need to make sure your property is not a worthwhile target.
Don't leave physical deterrents out of the privacy equation.

On the technology side of the equation, you might have decent security and SOP in place. No
passwords written down anywhere near the computer.

But if someone gets into the same room with your computer, there are any number of ways to
penetrate that security. They could install a keystroke logger that makes a note of your every
keystroke. So do due diligence in regards to physical security.

2. Encrypt, Encrypt, Encrypt and Encrypt Some More

Encryption is one of the very best tools in your arsenal. As long as your data is properly encrypted,
even if all your other security measures fail, no useful information will come out of the encrypted
data ... period, end of story.

If you only take one single piece of information away from this steps, make sure it's to create effective
data encryption SOP and follow it to the letter.
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If you do this one thing, even if your enemies descend upon your home like the US Military on Bin
Laden or put crime tape around or bag everything and every property you own, they won't get a
shred of useful data.

They will have to rely purely on external, largely circumstantial, sources of evidence.
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3. Don't Adopt New Technology Prematurely

Choose not to adopt emergent technology until security bugs have been found and patched and you
understand how the new technology will impact your privacy.

There are many reasons not to adopt these new technologies prematurely:

You pay a premium to be on the "bleeding edge" of technology.
Why beta-test (troubleshoot) a manufacturer's new product for them? Waiting until the first
round or two of patches or revisions have been made ensures a more robust platform.
Many new products are highly proprietary when they first hit the market so you will be locked
in to the options offered by the manufacturer. Once the other manufacturers have time to
respond, you will have far more options to customize the product to your needs, resulting in a
superior solution.
Lastly and most important to this course, it's much safer to adopt a technology after it has
been poured over and reverse-engineered by privacy experts and they have published their
findings.

4. Don't Create New Online Accounts that Hamper Your OPSEC

Delete any that you already have submitted. How many accounts do you have with email services,
search engines, banks, investments, utility companies, internet service providers, credit cards, social
media, shopping, schools, organizations, backup services, file sharing, software developers, app
stores, entertainment, games or other types of websites online?

And how many of them do you use on a consistent basis?

Remember that every account is a potential OPSEC liability. Learn how to decrease your exposure
when you do create accounts.

Some of you may want to get rid of any accounts you created before you learned how to create them
and use them without creating undue vulnerability.

5. Configure Your Technology's Privacy Related Settings

Configure content and settings of hardware, software, apps and accounts to reflect the level of
privacy you desire and don't choose hardware, software, apps or accounts that will affect your privacy
in ways that are unacceptable to you

If you participate in social media using your real name and information, you are volunteering all kinds
of information to anyone who's interested.

If your employer or a potential employer, employee or anyone else for that matter looks up
information that you voluntarily posted to social media sites that you participate in, that's on you. You
put it out there for everyone to see.

Many websites and developers are now at least paying lip service to privacy because folks like us are
making a lot of noise about the issue and it's costing them brand equity which translates into
money. The result is that privacy settings and privacy statements have come about.
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We've argued long and hard for them, so use them. Read the statements and third party security
reviews to discern which features and settings of your hardware, software and sites you use will make
a difference.

In many instances, you may need to stop using them and use a competitive product that values your
privacy or at least recognizes that the concept still exists. Invest the time to understand and configure
your technology's privacy-related settings to protect and limit distribution of your information as
opposed to volunteering as much information as possible.

Make use of technology as a tool to effect change on a large scale. Lastly, take into account who each 
device, software, app or account is created by, their privacy philosophy, where they are physically
located, and what jurisdiction it falls under.

The Homeland Security alphabet soup might squeeze American companies left and right or accuse
them of being unpatriotic if they don't grant unfettered access to email accounts but that's not as
easy to do in another countries.

Some US agencies even infiltrate large companies someone deems vital to national security. They
recruit employees to spy for them. This is not exactly top secret knowledge. But that's not as easy to
do in other countries, especially in countries that take a dim view of recently exposed US espionage
activities.

6. Delete or Destroy

If you ever have to defend your life with a firearm in the US, you will likely have to defend yourself
again in court.

Once you've fulfilled your responsibilities of informing the authority and calling for assistance if your
attorney was standing to the side and saw the whole thing, he would probably walk over to you and
staple your tongue to the roof of your mouth.

He would do it to shut you up because he knows that the burden of proof is on the prosecution and
he wouldn't want you saying anything that might make the prosecution's job any easier. He would do
it even if he was certain you were innocent because he wouldn't want to give the other side any more
resources to work with than they already have.

The same principle applies to privacy, and everything, not just computer files. Crosscut shred paper,
redact everything else. If you need to submit receipts for reimbursement, they might need to see
your name and the amount, but do they need your credit card billing address or confirmation
numbers that might yield more information?

When it comes to information, get rid of anything and everything you don't need, especially  data or
computer files of any kind. Give the following criterion a try: if it's not beautiful, useful or cherished,
get rid of it.

Think of it as giving whoever is after your information less to work with. Sanitize everything you can
obtain access to as long as you don't have to break any laws to do so. The more unnecessary copies
of data you have laying around, the more complicated the task of managing and securing them will
become.
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When it's time to get rid of sensitive information, don't just delete it or format the drive and throw it
in the trash or give it away. Data can be extracted from many storage media even after it has been
deleted or the drive has been formatted.

The storage device must be destroyed using data destruction protocols. Destroy the hard drives,
SSD's flash memory, magnetic or optical and any other durable storage medium in such a way that
makes the data unrecoverable. Memory technology is constantly in a state of flux.

Different methods are used to destroy a hard drive that stores data on a magnetic medium than a
solid state hard drive or an optical disc or a tape drive and so on. It's a simple matter to look it up or
we can go into more detail in a more in-depth course. The important thing to take away here is to
research how to destroy the data on the device before attempting to destroy it.

Do not simply destroy it. If you need to destroy data in a hurry, there are ways to do that. Systems
can be created where you can literally “push a button” and walk away, but they usually involve the
release of a large amount of energy in the form of heat and light and are noisy.

https://www.youtube.com/watch?v=RC46fVL9VLA

Video first seen on Snocrash.

7. Remove or Change Sensitive Information from Databases

By law, many businesses must remove your information from their databases if you request it. The
largest, most-used non-governmental databases are maintained by large, legitimate businesses. Their
internal SOPs require employees to obey the law.

If they didn't, they would expose themselves to huge liabilities, and by law, they must remove you
from their database if you request it.

Opt out. You didn't make your digital breadcrumb trail in a day and you're not going to get rid of it in
one. Get your identity squared away first and create a new email specifically for this purpose. Choose
a secure email provider from those recommended or find one that meets your needs. Don't use that
email for anything else but getting removed from email lists.

Many will let you remove yourself without requiring a pound of flesh. Click and you are out. Others
will make you email them so they can email you back with a link that will enable you to remove
yourself from the database, that's where this email will come in handy. They may ask you to send an
email requesting removal and will email you the link that will enable you to remove yourself from
their database, so it will be more believable if the email resembles your name in some way.

I doubt you'll come under scrutiny if the name of your email has nothing to do with your name, but
it's a thought. Some companies will demand to see ID. It's a process, not an event, but it's worth it.

What you can't delete or encrypt can often be changed. The vast majority of search techniques search
only the most current data available in order to avoid reporting incorrect, information because it's
useless for most purposes. So changing the information, effectively overwrites it in most databases
for most purposes.

You need to decide to whom you will give real information and to whom you will give misinformation.

                                          page 6 / 7



7 Steps To Increase Privacy When Using T...
by Cache Valley Prepper - https://www.survivopedia.com/  admin@survivopedia.com  
date:2024-04-25

In life and as you take steps to improve your privacy, companies will ask you for information. They
will turn around and give it or sell it to all of their parent or sibling corporations, affiliates and pretty
much anyone with a dollar in their pocket. Direct marketers buy lists of information all the time.

If you conduct a business today, you are asked for sensitive information at every turn. If you refuse to
give information, it will create a very awkward moment that gets you noticed at the very least and in
many cases they will refuse to do business with you or remove your name form their list if that's why
you're contacting them.

I strongly caution you against giving false information to the government, commit identity fraud by
using another person's identity or committing credit fraud by lying on a credit application.

You can provide misinformation without breaking any laws, just be mindful of the law. After all, if
you're giving it up, you're giving up your rights.
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